
14h 42m 45s
Duration of Scan

Scan Completed - 2025-07-07 14:23:25 (UTC)

1680
Crawled Links

Logged Out

74
Vulnerabilities Discovered

802455 - Attacks Performed

Vulnerability Summary
Pre-Prod Applications Tests

㉚
App Name: Pre-Prod
Applications Tests

Scan Config: VCDA Portal Revamp
Project| No Auth

Scan Date: 2025-07-06
23:40:39 (UTC)

Report Generated: 2025-07-07
16:53:30 (UTC)

ⷒDisplaying 74 of 1028 vulnerabilities. 954 ignored and/or filtered vulnerabilities were hidden.The following filter has been applied to the results below: (vulnerability.id = '28a1f062-7f97-441b-9316-98e72863d603' ||
vulnerability.id = '3aabac5c-cc06-449e-84c6-56544b66246f' || vulnerability.id = '740cd22c-4b75-4099-ada6-26b39b763fa6' ||
vulnerability.id = '9d341325-ac3a-493a-a3de-a375e91e627f' || vulnerability.id = 'cbf6f547-3d99-4c92-acdc-a1be5e4ab112' ||
vulnerability.id = 'e570311b-c980-4d52-bb50-2c8731545951' || vulnerability.id = '19515bb5-7edd-4a66-b78a-75963844f0a5' ||
vulnerability.id = '3cc3f9eb-aa6f-4f35-8f8c-49d905e00962' || vulnerability.id = 'a39ad248-8601-4ef6-9557-9e649443c6b2' ||
vulnerability.id = '4494659e-382c-422c-9b2e-d0d646a69ec0' || vulnerability.id = 'd1a6c57a-4172-4598-8b1a-5e5d5b986471' ||
vulnerability.id = '4233fd32-d462-489d-8ca7-5098e0b7d92b' || vulnerability.id = '748aa7be-14a5-4d56-9f2c-d625ac2d8f82' ||
vulnerability.id = 'a143ba8e-327a-479b-8bb9-4798bd7acba8' || vulnerability.id = '2b3d6e25-8091-4f75-8c78-2699295b1096' ||
vulnerability.id = '50d1a780-c87a-47cf-a499-3d128c9a4804' || vulnerability.id = 'e97a3185-7c4d-4177-9fb9-68dd1b4ffcf2' ||
vulnerability.id = '17239dc0-0048-47c6-a0d8-349181d2a226' || vulnerability.id = '31e2e761-3898-47ae-9223-f6479769d927' ||
vulnerability.id = '3c5f406b-6466-4243-aee8-8b820c7efdf4' || vulnerability.id = 'fb396973-295f-40ca-879b-442d3343a096' ||
vulnerability.id = 'f9098c7a-2885-456f-8c0e-0f8ec63f31f9' || vulnerability.id = '3091f84c-b7bf-4542-a5a8-b7ed4ecbb284' ||
vulnerability.id = 'a70e3738-b9b8-4820-8587-c902103f499e' || vulnerability.id = 'ebc9ae38-2da2-4d0b-a143-ea634519094b' ||
vulnerability.id = 'ebe4864e-0205-432e-85b1-d02406638198' || vulnerability.id = '5d7cf840-8f7f-4157-a611-da9dabdce5aa' ||
vulnerability.id = '8d1eb815-2b5d-4f2e-9ab9-e32073467b33' || vulnerability.id = '2ea11c8f-31b1-4be3-a42c-177ebd54fe2f' ||
vulnerability.id = '9010975f-9d3c-43ee-90db-e4b509aa6e9b' || vulnerability.id = '0e99581c-92bc-498c-9d7c-51ed0f767fb2' ||
vulnerability.id = '1d73f1a1-fdaf-4436-8f01-56312ed1f72f' || vulnerability.id = 'dafd2947-8e0a-4c4c-93b8-ce7e00ab46a4' ||
vulnerability.id = 'd2c671d9-a860-44b2-a943-94700a98f7a8' || vulnerability.id = 'e0e4ad64-3c7f-437f-9fb6-16698ceb0f8a' ||
vulnerability.id = 'dce85fcb-8a32-44d8-96e9-3a43b8db6de3' || vulnerability.id = '761a37a6-0016-4ea6-b1ba-7270cac55410' ||
vulnerability.id = '115388b9-683e-4b6f-ae6e-2c83e3bf4055' || vulnerability.id = '738c04dd-bcc5-4c02-ba3d-dc5f5f64fea1' ||
vulnerability.id = 'ef808c36-bd32-478a-9087-16ae3e3ca69b' || vulnerability.id = '8ca972b7-ea55-48f7-a6db-85e4a6720624' ||
vulnerability.id = 'e85415a2-75b6-4b03-bb4c-3e33810ed135' || vulnerability.id = 'ed2f1408-e6b8-4e5e-a2c0-4ab4401a44db' ||
vulnerability.id = '56492fe6-a8e3-4448-82b2-53b8ec187e10' || vulnerability.id = '4ecd3842-4cdd-4bb8-bbdb-f42ca6dc211b' ||
vulnerability.id = 'a1c8be22-8b13-41b0-a4b8-131bb640f6c1' || vulnerability.id = 'b422e474-4ba1-4287-b2ac-0a767e947208' ||
vulnerability.id = '2b8d4d02-6d27-48c5-b179-1d1e054a2a65' || vulnerability.id = '39bac70e-30e0-4f18-bfb3-1a014c94caf6' ||
vulnerability.id = '20046d66-f853-45ce-bc6a-2e57bb3b59f0' || vulnerability.id = '5c68239c-00a1-4efc-9e7d-917f8376d8b7' ||
vulnerability.id = 'fa08c8e9-4fe3-4555-9e76-14776af198ff' || vulnerability.id = '3be3981f-b603-4954-8cb6-cf80f765a106' ||
vulnerability.id = '6e4f2418-d3b4-4fef-949c-18b23de2ed4c' || vulnerability.id = '329b0820-cb76-4a78-9d21-5b44e5c779c9' ||
vulnerability.id = '93036a42-065c-45b3-b9e8-d12d14f16f34' || vulnerability.id = '048ffb0b-aeb8-44fc-91a9-df395123ff3d' ||
vulnerability.id = 'e8471b11-427d-4e83-a619-26a75de1e780' || vulnerability.id = '775ec55e-895c-4775-9cde-7f5bb03258cc' ||
vulnerability.id = '95ba25f6-4aae-4055-b601-3c483878f8e2' || vulnerability.id = 'fd4206cd-2d9d-4aca-a732-c54e17ab592c' ||
vulnerability.id = 'eb67a26e-7b28-484f-910a-4b276c206bdb' || vulnerability.id = 'b6956c2e-9b45-4f1d-ad52-b15efc885ed8' ||
vulnerability.id = '7e666d17-4fa1-48ba-8160-99ee1282bedc' || vulnerability.id = 'f2aa19af-3e97-46e2-b51b-c9918c139624' ||
vulnerability.id = '05878365-423f-459c-af7a-ab0efcbb5f26' || vulnerability.id = '3be8c063-524b-46b8-8cff-434e3957a07c' ||
vulnerability.id = 'd8c17bf4-7686-4ead-97f4-01a47a27dcd1' || vulnerability.id = 'e4a3f18c-b0e5-4cd0-b81e-30e43cd5566c' ||
vulnerability.id = 'c57a602e-de2f-4b08-b4ea-83354fed4b0a' || vulnerability.id = 'aa337224-d20e-41b5-b235-d0c6d5e6b082' ||
vulnerability.id = '71d70e38-b04e-4152-b9ea-9c5478636d05' || vulnerability.id = '14d3985c-f324-4dfe-989c-59053da9f4c2' ||
vulnerability.id = '2a6436bc-5248-4db4-894e-b97585d48bc2').㒼Vulnerabilities by Type

Vulnerability Type Amount

CSPHeaders 2

Generated by InsightAppSec -  7 July 2025 at 4:53 pm -  Created by: JOOLOKENI NDAFAPAWA HAIMBALA



Vulnerability Type Amount

HTTP Strict Transport Security 20

FormReSubmission 6

BrowserCacheCheck 18

EmailAddress 3

SensitivePersonalInformation 8

PhoneNumber 7

SubresourceIntegrity 3

ResourceFinder 4

BSQLInjection 1

NoSQLBlindInjection 1

SameSiteAttribute 1ⰸVulnerabilities by Severity
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㒼Vulnerabilities

URL Parameter Module Type Attack Type Severity
First
Discovered

Status

https://vcda-portal-
test.afdb.org/fr/search/node

form_id Blind SQL BSQLInjection ⿸ High 2025-07-07
08:22:10 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/search/node

form_id Blind NoSQLi NoSQLBlindInjection ⿸ High 2025-07-07
14:22:03 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/user/login

Sensitive Data
Exposure

FormReSubmission ⫤ Low 2025-07-02
15:00:10 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/user/register

Sensitive Data
Exposure

FormReSubmission ⫤ Low 2025-07-02
15:00:41 (UTC)

Unreviewed
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URL Parameter Module Type Attack Type Severity
First
Discovered

Status

https://vcda-portal-
test.afdb.org/en/search/node

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/user/register

Sensitive Data
Exposure

FormReSubmission ⫤ Low 2025-07-02
15:01:29 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/regional-
knowledge-resources

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/user/login

Sensitive Data
Exposure

FormReSubmission ⫤ Low 2025-07-02
15:05:13 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/global-policies

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:06:56 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/regional-policies

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/news/faire-
progresser-leducation-dans-les-
environement-faibles-resources

Subresource
Integrity

SubresourceIntegrity ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/search/node

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/national-
knowledge-resources

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/global-policies

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/events

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:17:23 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/events

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/national-policies

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:14:38 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/global-
knowledge-resources

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:32:29 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/news

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:31:43 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/news

Browser Cache
directive (leaking

BrowserCacheCheck ⫤ Low 2025-07-02
15:47:08 (UTC)

Unreviewed
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URL Parameter Module Type Attack Type Severity
First
Discovered

Status

sensitive
information)

https://vcda-portal-test.afdb.org/
https://vcda-portal-
test.afdb.org/robot
s.txt

Predictable
Resource Location

ResourceFinder ⫤ Low 2025-07-02
15:02:53 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/global-
knowledge-resources

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/regional-
knowledge-resources

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/national-policies

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en

Subresource
Integrity

SubresourceIntegrity ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-test.afdb.org/
https://vcda-portal-
test.afdb.org/web.
config

Predictable
Resource Location

ResourceFinder ⫤ Low 2025-07-02
15:02:53 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/regional-policies

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:28:45 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/user/password

Sensitive Data
Exposure

FormReSubmission ⫤ Low 2025-07-02
15:01:29 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/national-
knowledge-resources

Browser Cache
directive (leaking
sensitive
information)

BrowserCacheCheck ⫤ Low 2025-07-02
15:33:04 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/themes/custom/vc
da/js/

https://vcda-portal-
test.afdb.org/them
es/custom/vcda/js
/global.js

Predictable
Resource Location

ResourceFinder ⫤ Low 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/themes/contrib/boo
tstrap/

https://vcda-portal-
test.afdb.org/them
es/contrib/bootstr
ap.zip

Predictable
Resource Location

ResourceFinder ⫤ Low 2025-07-02
15:46:48 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/user/login

Set-Cookie:
SSESSa50aff20391
addd933d91c0667
6add11

Cookie attributes SameSiteAttribute ⫤ Low 2025-07-07
14:22:03 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/user/password

Sensitive Data
Exposure

FormReSubmission ⫤ Low 2025-07-07
14:22:03 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/opportunities/w
hat-lorem-ipsum-0

Subresource
Integrity

SubresourceIntegrity ⫤ Low 2025-07-07
14:22:03 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/node/1288

Content Security
Policy Header

CSPHeaders  Informational 2025-07-02
14:55:22 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/all-opportunities

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

14:55:33 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/news

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

14:55:33 (UTC)
Unreviewed
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URL Parameter Module Type Attack Type Severity
First
Discovered

Status

https://vcda-portal-
test.afdb.org/request-for-author-
expert

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en

Privacy Disclosure EmailAddress  Informational 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/user/login

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

14:55:48 (UTC)
Unreviewed

https://vcda-portal-test.afdb.org/
Content Security
Policy Header

CSPHeaders  Informational 2025-07-02
15:01:50 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/content/jagannat
han-sheila

Privacy Disclosure PhoneNumber  Informational 2025-07-02
15:04:42 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/libraries/json2/json
2.js

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en/contact-us000

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/eminent-speakers

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/fr/event/la-
conference-economique-
africaine-aec-2024

Privacy Disclosure EmailAddress  Informational 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/user/login

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/system/files/attach
ments/A-Decade-of-Action-
_Building-Sustainable-and-
Resilient-Food-Systems-in-
Africa_0.pdf

Privacy Disclosure PhoneNumber  Informational 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/all-highligts

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/fr/user/register

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/system/files/report
/MALI_%20PRST%20BRIEF_%20A
nnual%20Meetings%202024.pdf

Privacy Disclosure PhoneNumber  Informational 2025-07-02
21:49:59 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/contactez-nous

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

15:12:25 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en/contact-us

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/system/files/report
/FR%20-
%20FINAL_CDF%20_%20%20%20

Privacy Disclosure PhoneNumber  Informational 2025-07-02
21:49:59 (UTC)

Unreviewed
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CAPACITY%20DEVELOPMENT%2
0FOCUS%201.pdf

https://vcda-portal-
test.afdb.org/user/register

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/libraries/jquery.hov
er-intent/jquery.hoverIntent.js

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/reports

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/events

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/fr/contact-us000

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

15:21:23 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en/user/register

Collecting
Sensitive Personal
Information

SensitivePersonalInform
ation  Informational 2025-07-02

14:57:17 (UTC)
Unreviewed

https://vcda-portal-test.afdb.org/
HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en/node/1288

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

14:55:22 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/fr/node/1288

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-06

23:50:04 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/report

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-02

21:49:59 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/system/files/news/
attachments/ILLS%20One-
pager.%20February%202025.pdf

Privacy Disclosure PhoneNumber  Informational 2025-07-02
14:58:14 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/fr/taxonomy/term/6
3/feed

Privacy Disclosure EmailAddress  Informational 2025-07-07
01:10:29 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/en/reports/economi
c-insights-no-10-2024

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-07

14:22:03 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/system/files/Conce
pt%20Note.pdf

Privacy Disclosure PhoneNumber  Informational 2025-07-07
14:22:03 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/elements-speakers

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-07

14:22:03 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/system/files/attach
ments/matrix_pf_policy_g-
cop_page_0.pdf

Privacy Disclosure PhoneNumber  Informational 2025-07-07
14:22:03 (UTC)

Unreviewed

https://vcda-portal-
test.afdb.org/highiights-list

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-07

14:22:03 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en/reports/assembl
ees-annuelles-2024-
%E2%80%9Cla-transformation-de-
l%E2%80%99afrique-le-groupe-de-
la-banque-africaine

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-07

14:22:03 (UTC)
Unreviewed

https://vcda-portal-
test.afdb.org/en/opportunities/w
hat-lorem-ipsum-0

HTTP Strict
Transport Security

HTTP Strict Transport
Security  Informational 2025-07-07

14:22:03 (UTC)
Unreviewed
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